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WHAT IS LEGALESE?

e Opensource project developing a domain-specific-language allowing lawyers
compile formally verified contracts into PDFs of English legalese.

e Ethereum needs verified contracts even more than lawyers do, and Ethereum
is wisely pushing for formal verification.

e |et’s show you what we got so far in designing a DSL for "restrictions,
obligations, and permissions of actions among agents" (aka contracts)

e Preliminary work already used by actual lawyers.
o https://github.com/KingandWoodMallesonsAU/Project-DnA
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Ethereum
programs

Codified restrictions, obligations, and
O O Wwhat L4 models permissions of actions among agents

. Ethereum contracts (aka "Contracts')



WHY NOT JUST USE SOLIDITY?

e Many Ethereum programs are “contracts” in the traditional legal sense.
e SQL shows us DSLs really do make our lives easier.

e \We can make lives easier with a DSL explicitly for Contracts
o E.g., you'll still use Solidity for things like: very novel apps, low-level crypto, ponzi schemes.
o http://dapps.ethercasts.com/

e High-level languages — less implementation details to think about.
o Outsources tricky parts to the compiler writer

e Easy mapping to the current legal system

o One day, your contracts will even compile to legally enforceable English!
o Everyday lawyers move to Ethereum for greater reliability?
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A Formal Language for Electronic Contracts*

Cristian Prisacariu and Gerardo Schneider**

Dept. of Informatics — Univ. of Oslo,
P.O. Box 1080 Blindern, N-0316 Oslo, Norway.

Abstract. In this paper we propose a formal language for writing elec-
tronic contracts, based on the deontic notions of obligation, permission,
and prohibition. We take an ought-to-do approach, where deontic op-
erators are applied to actions instead of state-of-affairs. We propose an
extension of the p-calculus in order to capture the intuitive meaning
of the deontic notions and to express concurrent actions. We provide a
translation of the contract language into the logic, the semantics of which
faithfully captures the meaning of obligation, permission and prohibition.
We also show how our language captures most of the intuitive desirable
properties of electronic contracts, as well as how it avoids most of the
classical paradoxes of deontic logic. We finally show its applicability on
a contract example.

1 Introduction

With the imminent use of Internet as a means for developing cross-organizational
collaborations and virtual communities engaged in business, new challenges arise
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Run-time Monitoring of Electronic Contracts

Marcel Kyas*, Cristian Prisacariu**, and Gerardo Schneider**

Department of Informatics, University of Oslo,
P.O. Box 1080 Blindern, N-0316 Oslo, Norway.
{kyas,cristi,gerardo}@ifi.uio.no

Abstract. Electronic inter-organizational relationships are governed by
contracts regulating their interaction. It is necessary to run-time mon-
itor the contracts, as to guarantee their fulfillment. The present work
shows how to obtain a run-time monitor for contracts written in CL,
a formal specification language which allows to write conditional obli-
gations, permissions and prohibitions over actions. The trace semantics
of CL formalizes the notion of a trace fulfills a contract. We show how
to obtain, for a given contract, an alternating Biichi automaton which
accepts exactly the traces that fulfill the contract. This automaton is
the basis for obtaining a finite state machine which acts as a run-time
monitor for CL contracts.

1 Introduction

Tnternet inter-hiicinece ecollabhoratione virtiial oroanizatione and webh corvicec



(1a}, 10})




W LEGALESE.COM

o= Oc(a&) if ag; C a(0), or if &(1..) =C.

o Oc(a-d)if o= Oc(a) and o = [a]Oc ().

ok Ocla+a)ifol=0L(a) oro EOL(d) or o = [a+ ]C.
o = Fe(as) if ag. € 0(0), or if ag C o(0) and o(1..) = C.

ok Fe(a-d)if o= Fi(a)or o | [o]Fe(a).

ok Fe(a+d') if 0 = Fe(a) and o = Fe(o).

o = [ag|C if ag € o(0) and o(1..) = C, or if ag C o(0).

o = [a-d']C if o = [@]C and o = [o][o]C.

ok [a+a]Cif o & [@]C or o E [/]C.



a € {a} be{b} be¢ {a}

(1a}, 10}) F [a]O(b) ({a}, 1b}) = [b]F(b)

(1a}, 10}) = [a]O(b) A [b]F'(b)



W LEGALESE.COM



W LEGALESE.COM

p(L,~) = false p(T,7v) £ true p(P(a),v) = true
p(Oc(ag),v) = if ag C v then true else C
p(Oc(a - a'),v) £ p(Oc(a), ) A p([e]Oc(a'), )
p(Oc(a+a’),7) = p(OL(a),7) V p(OL(a'),y)VC
p(Fe(ag),v) = if ag € <y then true else C
p(Fe(a- @), 7) = p(Fr(a),7) V Fe(a)
p(Fe(a+a),7) 2 p(Fe(a),7) A p(Fe(a'),)
p([ag]C,v) = if ag C <y then C else true

p([C17]C2,7) £ p(C1,7) V (p(C1,7) A p(C2, 7))






W LEGALESE.COM



Automatic Conflict Detection on Contracts*®

Stephen Fenech', Gordon J. Pace?, and Gerardo Schneider®

! Dept. of Computer Science, University of Malta, Malta
2 Dept. of Informatics, University of Oslo, Norway
{sfen002, gordon.pace}RQum.edu.mt, gerardo@ifi.uio.no

Abstract. Many software applications are based on collaborating, yet compet-
ing, agents or virtual organisations exchanging services. Contracts, expressing
obligations, permissions and prohibitions of the different actors, can be used to
protect the interests of the organisations engaged in such service exchange. How-
ever, the potentially dynamic composition of services with different contracts, and
the combination of service contracts with local contracts can give rise to unex-
pected conflicts, exposing the need for automatic techniques for contract analysis.
In this paper we look at automatic analysis techniques for contracts written in the
contract language CL. We present a trace semantics of CL suitable for conflict
analysis, and a decision procedure for detecting conflicts (together with its proof
of soundness, completeness and termination). We also discuss its implementation
and look into the applications of the contract analysis approach we present. These
techniques are applied to a small case study of an airline check-in desk.

1 Introduction
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A Trace-based Model for Multiparty Contracts

Tom Hvitved®!, Felix Klaedtke®, Eugen ZilinescuP

% Department of Computer Science, University of Copenhagen, Denmark
b Computer Science Department, ETH Zurich, Switzerland

Abstract

In this article we present a model for multiparty contracts in which contract
conformance is defined abstractly as a property on traces. A key feature of
our model is blame assignment, which means that for a given contract, every
breach is attributed to a set of parties. We show that blame assignment is
compositional by defining contract conjunction and contract disjunction. More-
over, to specify real-world contracts, we introduce the contract specification
language CSL with an operational semantics. We show that each CSL contract
has a counterpart in our trace-based model and from the operational semantics
we derive a run-time monitor. CSL overcomes limitations of previously proposed
formalisms for specifying contracts by supporting: (history sensitive and con-
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[ if o[i] = (7, delivery), for some i € N and 7 € Ts
with ¢ < |o| and 7 < 74,

| (74, {Seller}) otherwise.
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1 if either vy = v/,
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= letrec {fi(Z;)(¥i) = ¢i}_; in ¢ starting 7 (CSL specification)
::= fulfilment (no obligations)

| (e1) k(Z) where e; due d remaining 2z then c (obligation)

| if k(%) where e due d remaining z then c; else co (external choice)

| if e then c; else ¢, (internal choice)

| ¢1 and ca (conjunction)

| ¢1 or ¢y (disjunction)

| f(€1)(e2) (instantiation)

e =z |v|—-e|erxex|el <e2 (expression)

.:= after e; within ey (deadline expression)
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letrec nda(){employee) =
if Disclosure(e)
where e = employee due within 5Y
then
(employee) Unfulfillable where false due immediately
in
nda()(Employee) starting 2011-01-01
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letrec instalments(balance, instalment, payDeadline, start, end, frequency,
rate, closingPayment, seller)(buyer) =
if balance < 0 then
(buyer) Payment(s,r,a)
where s = buyer A r = seller A a = closingPayment due within end
else
if end < start then
(buyer) Payment(s,r,a)
where s = buyer A r = seller A a = balance + closingPayment due within end
else
(buyer) Payment(s,r,a)
where s = buyer A r = seller A a > min(balance,instalment) A a < balance
due within payDeadline after start remaining z
then
instalments(((100 + rate) X (balance — a)) / 100, instalment, payDeadline,
frequency — payDeadline + z, end — start — payDeadline + z,
frequency, rate, closingPayment, seller){buyer)
in
instalments(10000, 500, 1D, 0, 24M, 1M, 10, 500, Seller){Buyer) starting 2011-01-01



W LEGALESE.COM

€
DirFe—e D, 7 - fulfilment - fulfilment

e[tv/Z] | true di” (11,72) n<t<n

D, 7+ {p) k(¥) where e due d remaining z then c L k@), clv/Z, e — 7'/ 2]

d 7 (11,72) ' > 719
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D.7 - (p) k(%) where e due d remaining z then c Rl )R
’ k

(p) k(Z) where e due d’ remaining 2 then c
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Making Smart Contracts Smarter

Loi Luu, Duc-Hiep Chu Hrishi Olickel
National University of Singapore Yale-NUS College
{loiluu, hiepcd}@comp.nus.edu.sg hrishi.olickel@yale-nus.edu.sg
Prateek Saxena Aquinas Hobor
National University of Singapore Yale-NUS College
prateeks@comp_nus,edu_sg & National University of Singapore

hobor@comp.nus.edu.sg

Short Paper: Formal Verification of Smart Contracts

Karthikeyan Bhargavan®  Antoine Delignat-Lavaud!  Cédric Fournet!
Anitha Gollamudi® Georges Gonthier!  Nadim Kobeissi? Aseem Rastogi
Thomas Sibut-Pinote?  Nikhil Swamy®  Santiago Zanella-Béguelin®
!Microsoft Research  %Inria  ®Harvard University
{antdl,fournet,gonthier,aseemr,nswamy,santiago } @microsoft.com
{karthikeyan.bhargavan,nadim.kobeissi,thomas.sibut-pinote} @inria.fr  agollamudi@g.harvard.edu



QUESTIONS/COMMENTS?

e Feature requests from Ethereum community?
e Have we gone wrong somewhere?
e Domain expert? Come talk to us!

e Come hangout with us! We’re formalizing law yo. Nerd power! []

Newsletter: http://wellwishers.lists.legalese.com E-mail: collective@legalese.com
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