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Key Points
1. Solidity is not broken!
2. Let’s use software architecture as an important 

component in writing secure Ethereum 
contracts.

3. Use code patterns that allow us to minimize the 
attack surface.

4. Understanding Contract Execution Flow.
5. Case Study: DigixCore Architecture



Bold Statement of the Day: Good Software 
Architecture Leads to Good Security

Good software design patterns gives us:

1. Code readability.



Spaghetti Code
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Electronic Circuits vs. Code

• Contracts deployed on Ethereum, once 
deployed, cannot be changed
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• Contracts deployed on Ethereum cannot be 
changed

• Electronic circuit boards vs. software code



Electronic Circuit Board



Design By Contract
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Bold Statement of the Day: Good Software 
Architecture Leads to Good Security

Good software design patterns gives us:

1. Code readability.

2. Re-usable battle tested code.

3. Separation of concerns.

4. Better opportunities for tooling (i.e. static analysis) 



Attack Vectors
• Attack vectors are code paths that can allow a 

malicious user to gain unauthorized access to a 
software or computer resource.
– Command line arguments.
– Environment variables 
– URL parameters and HTTP POST data.
– Data storage.
– Function parameters/3rd Party Contracts



Ethereum TX



Example ERC-20 Token



ICS Pattern

Let us can break down our contract into separate 
contracts based on their specific behaviors

– Interface Contracts

– Controller Contracts

– Storage Contracts

– Access Control (CACP)

– Directory Service/Resolver



Interface Contracts

Contracts that can be directly called by an end-
user or external contracts.  This is the main 
entry point.



Controller Contracts

Contracts that can be called from interface 
contracts or other controller contracts that 
performs a set of tasks based on the input from 
the calling contracts.



Storage Contracts

Contracts that store data (i.e. state information) 
which can be called by controller contracts.



Other Components

Access Control – a set of re-usable code that we 
can use to describe how a resource can be 
accessed.
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Other Components

Access Control – a set of re-usable code that we 
can use to describe how a resource can be 
accessed.

Directory Service – key value store that allows 
interface and controller contracts to call other 
contracts.



Directory Service



Directory Service Resolver



ICS Pattern



Interface Contract Example



Controller Contract Example



Storage Contract Example



ICS Pattern



Closing

• Conclusions

• Reach me on:
- Digix Public Slack https://dgx.io
- Reddit /u/aedigix
- Twitter @tym4t

• DigixGlobal @ Demo Day


